











How Can Netbox Blue Help?

Netbox Blue offers a range of solutions to help schools manage all areas of risk covered in this document. These solutions are
branded under the SecurtD banner.

Netbox Blue is a pioneer in the prevention of Cyber Bullying at schools and has developed world leading technology that is
constantly being updated and added to as new threats arise. Netbox Blue is committed to helping schools deliver their Duty of
Care with total confidence and is widely becoming the de facto standard amongst education providers.

Netbox Blue's solutions are built around a core layer of security that protects a school’s network from all forms of external threats
and attacks.

Netbox Blue's technology combines many different solutions, making it easy and inexpensive to manage. All SecurED solutions
are delivered on IBM-built hardware platforms with total support from IBM and on-site hardware service providing even greater
peace of mind.

The solutions include a totally flexible reporting and monitoring framework with the ability to quickly drill down into any
suspicious behaviour. For example, if a report showed access to sites by students that may be suspicious, then teachers or
administrators can immediately drill down into the data and see who had accessed those sites over any historic period and then
click on any specific user to see their web browsing history over the same time period.

The below report gives analysis on school-wide internet browsing (including outside of the school, via the SecurtD Laptop
Protector). Inappropriate use can then be identified by users, and control policies implemented.
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On average we were spending a day a week dealing with email and web filtering issues. Now I'd
be surprised if we were spending more than an hour because the Netbox is in place. It works and
we’re not worrying about it. It’s been fantastic.

The Netbox is making the life of staff a lot easier, which means they are able to get on and do
their job of teaching students. Staff members are happy, students are happy so the IT department
is happy. Our experience has been great.

ANTHONY KUHL, IT MANAGER, MUELLER COLLEGE

The reporting information helps a school then review the internet use for each student to
ensure they remain as productive as possible.

Flexible policies can then be set to prevent access to certain sites or categories of sites (with all
adult, gambling and other inappropriate content being blocked straight away) by time of day
and group. This allows a school to ensure its email and internet use policies are effectively put
into practice.

Further drill down capability reports on individual browsing activity with specific records of
time on each site and data downloaded.
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This report then shows quickly whether which users are abusing the system and if any action
needs to be taken. Further click through reports can be generated to see what sites are visited
and for how long.

Additional reports are available that show who has visited a particular site, e.g. Facebook, and
then allows greater drill down capability on this type of information.
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v Fred < www.hotmail.com 2008-10-13 10:31 2008-10-13 10:44 | HTTP (80) |4698K 111K 4810K

v Fred ¥ www.youtube .com 2008-10-13 11:17  |2008-10-13 11:19 | HTTP {(80) |2168K 80.7K 2249K
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? Fred ? www.bbe.qld.edu.au 2008-10-13 11:17 2008-10-13 11:24 | HTTP (80) 551K 186K 738K

7 Fred ¥ News.ninemsn.com.au 2008-10-13 10:34 2008-10-13 11:13  |¥ HTTP (80) 525K 104K 630K
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Netbox Blue's advanced web filtering technology offers the ability to simply block or allow categories of websites - providing 53
customisable categories for ease of implementation.

Oadware O entertainment and videos DShopping
D.C\Icohol DF\nance O News O Social Networking
D.Cmonymizer DGaminng F Non-profits DSparn
Cart Ozames O Nudity O Sports and Recreation
DBuslness.a"Serwces DGnvernment D Personal webpages |:| Spyware and Malicious Sites
DCars.-’Transpnr‘tatmn [DHate Speech O Pharmacy Orobaces
DChat/’IM [ Health O Phishing/Fraud [rranslator Binck v
DCommunity Sites CJHorme/Leisure [ politics and Law O rravel )
DCompromised O Humour O Pornography/Sex viclence
DComputars and Technalogy DIIIegaI Drugs O partal sites O Weapons
O criminal Skills/Hacking [Caob search [ real Estate D web-based Email
DDat\ng [ mature O Religion DUncategorised
O oownload sites DMiIitary [ restaurants O Cateqgorisation errar
DEducatiUn DMisceIIanEUus ¥ Search Engines
Update

Inappropriate sites can then be blocked using Netbox Blue's world leading web filtering technology and real-time classification
engines.

Netbox Blue's reporting and policy enforcement engine provides many further capabilities and tools and can be configured to
suit a school’s individual requirements. This can also be extended to laptop use, using the SecurED Laptop Protector.

’)Netbox" The requested URL could not be retrieved

Access Denied to this website as it matched the policy: "Block Adult Material”.
The current URL Filtering policy prevents your request from being allowed at this time. If you wish to see which categories that this page matches click here.
The URL you are trying to access is: http://playboy.com/

Parents need to know that we're doing everything we can to ensure the safety of their child on the
internet, just as they would at home. By using Netbox Blue SecurED, we can assure parents that
we have leading edge filtering that is constantly updated. Parents walk away happy with that.

ScotT JosepHs, IT REsources MANAGER, GooD SHEPHERD LUTHERAN COLLEGE

Netbox Blue's solutions are easy to manage and set up. They also deliver additional value through features such as PipePlus®
which allows multiple internet pipes to be aggregated for increased performance at a fraction of the cost of high grade single
internet links, and also to gain failover capability in the case of link failure. This is popular amongst schools requiring additional
bandwidth for applications such as video conferencing and also schools that are adding more and more internet access devices
to their networks. Remote schools also use this technology to deliver bandwidth in a cost- effective manner with some just
using multiple, inexpensive 3G cards to save money.

The manageability of the NetBox is far and above anything else I've seen.

ScotT JosepHs, IT REsources MANAGER, GooD SHEPHERD LUTHERAN COLLEGE
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Many schools also use the “quota management”tool to give students easy to manage controls over student internet download
and upload quotas. This can then tie into billing and reporting systems for parents.

For schools in remote locations or with limited bandwidth the traffic shaping tool also helps to dedicate appropriate bandwidth
to critical applications to ensure performance. This can be used for web conferencing for example.

= Browese
t

Groups

Email Monitoring

Delivery Information

Sender Jane Smith <jane.smith@example.com>
Recipients Sara Jones <sara.jones@example.com >
Subject People i dont like

Size 2.4MB

Protocol SMTP

Sent time .

[note: relies on accuracy of sender's dock] Hos [oLa 10

Received time Nov 16 15:38

Sent from 10.0.100.3

Statie X Message blocked

students i dont like.ppt: Attachment contains swear word

Rule triggered

Cyber bullying

Action taken

Block and forward to Principal

Name

Size MIME Type

|students i dont like ppt

[2.3mB

‘application}vnd.ms-pnwerpoint

Netbox Blue's advanced gateway content scanning engines search within emails and attachments (such as Microsoft Office
documents, PDFs, etc) for key words to prevent swearing or abusive terms being used. Customised rules can then be applied to
each situation and alerts sent to appropriate school contacts.

Netbox Blue's SafeChat technology extends this control to commonly used Web 2.0 applications such as Gmail, Facebook, MSN,

Bebo, etc.
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Next Generation Solutions

Netbox Blue is now offering schools solutions to control school-supplied laptops to ensure these are not used inappropriately
when outside the school network. The exact rules that apply to each indivdual student within the school are applied wherever
they use the laptop and ensures the school’s Duty of Care is delivered.

Netbox Blue also recently announced a solution that will allow schools to scan and log all communications on chat sites (e.g.
Facebook chat and Twitter), Instant Messaging and posts to popular social networking sitees such as Facebook and Myspace.
These will ensure inappropriate communications are not allowed from students, whether they are in the school or school-
owned laptops or computers at home.

Netbox Blue Experience

Netbox Blue is a global innovator in helping schools and businesses understand and control internet related activities, as well as
providing full security, spam and anti-virus technology amongst other business focused innovations.

The solutions are renowned for their ease of use and reliability and are widely used by schools and companies across
Australia and the world. Small and large schools use the technology, from State Schools to Catholic Schools to GPS and other
independent schools.

Netbox Blue has a local team of experts who can assist schools in understanding the risks more fully and then planning a
solution to manage these and deliver real Duty of Care benefits, as well as cost savings and other management and student
ease of use benefits.

About Nethox Blue

Netbox Blue has developed its highly acclaimed and globally recognised UTM (Unified Threat Management) technology for the
education sector. Netbox Blue has been instrumental in setting a new benchmark for schools that are looking to achieve the
following goals:

+Acton their Duty of Care to children to prevent them - Dramatically reduce the complexity and time required
from accessing inappropriate electronic material. to manage this style of gateway security and internet

- Prevent Cyber Bullying through email and online management solution.

communication. - Create remote secure VPN connectivity for students,
teachers and IT Administrators to securely access their

« Secure their network from external attack and reduce )
school’s data assets.

the cost of administration of the firewall technology
without compromising on the level of security. - Internet link aggregation and failover - delivering high

- Outsource the updating and configuration backup of availability for the internet and saving money.

the firewall, virus and gateway management functions « Manage quotas for students.
- while retaining complete day to day management in

- Prioritise particular traffic on the internet link.
house.

Dramatically improve the effectiveness of spam filtering
and take away the need for quarantine administration.

The solution, branded SecurED, has been designed specifically for education and provides all of the required tools and features
a typically under resourced IT Department in a school could need. The business advantage in using SecurED for schools is

the reduced cost of administration and also the ability to use our advanced web filtering technology and reporting engine,

to differentiate them from other schools in attracting students. The simplification of the technology that we provide enables
schools to focus more on teaching than IT administration. We have a number of success stories we can share which support
these claims.

Netbox Blue was established in 1999, is privately held and is based in Australia. Netbox Blue has a presence in 19 countries and
has partnerships and distribution agreements with some of the world’s largest IT providers.
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